Thus, if Massachusetts is indeed in need of revenue it might do well to looks for Zappers and Phantom-ware installed in the ECRs of retail establishments that have a high volume of cash sales. Given the recent attempt to increase in the sales tax by 25% to 6.25%, an effort that is supposed to raise $600 million in new taxes, it might be appropriate to consider looking for the software add-on programs that are taking the same amount of "old taxes" from the public fisc. 4 There should be the political will to this. Governor Deval L. Patrick conceded that there is a need to raise additional revenue when he promised to veto the tax increase on April 27,
2009
. 5 The legislature agreed with the Governor (at least on this point) when it passed the rate increase by veto-proof margins. It is also likely that the citizens of the State are in accord. At least with respect to the sales tax, what we are essentially taking about is recovering the taxes that the citizens have already paid. This should be preferable to paying more taxes.
ZAPPERS AND PHANTOM-WARE
Technology has changed the efficiency with which businesses skim cash receipts. The agents of change are software applications -Phantom-ware and Zappers. 6 Phantom-ware is a "hidden," pre-installed programming option(s) embedded within the operating system of a record of the skimming (a second set of digital books). The physical diversion of funds into a second drawer is no longer required, and the need for manual recordkeeping of the skim is eliminated. Because Phantom-ware programming is part of the operating system of an ECR its use can be detected with the assistance of a computer audit specialist.
Zappers are more advanced technology than Phantom-ware. Zappers are special programming options added to ECRs or point of sale (POS) networks. They are carried on memory sticks, removable CDs or can be accessed through an internet link. Because Zappers are not integrated into operating systems their use is more difficult to detect. Zappers liberate owners from the need to personally operate the cash register to skim receipts. Remote skimming of cash transactions is now possible without the knowing participation of the cashier who physically rings up each sale. This attribute of Zappers allows the incidence of skimming fraud to migrate beyond the traditional "mom and pop" stores (where manual skimming was common).
Zappers now allow owners to place employees at the cash register, check their performance (monitor employee theft), but then remotely skim sales to cheat the taxman.
AN ANOMALY
It is something of an anomaly that Zappers and phantom-ware appear to be a very serious problem in wide range of developed countries (Canada, the Netherlands, Germany, Brazil, Australia and Sweden) but they do not appear to be a concern in the US. Massachusetts is not alone in its inability to uncover these programs. US has no national consumption tax, so oversight of cash registers on a transactional basis is not a high priority of the Service.
The bottom line for the Commonwealth should be that it is preferable to collect a tax that is already due, and that has already been paid by the citizen (admittedly to an agent of the State who has placed this revenue in his own pocket) than it is to raise taxes on everyone else.
